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Section B - Supplies and Services
CLIN - SUPPLIES OR SERVICES

Cost Type Items:

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

2000 R408 Base Year Services (Fund Type - TBD) Lot

2001 R408 Option Year One Services (Fund Type -
TBD)
Option

Lot

2002 R408 Option Year Two Services (Fund Type -
TBD)
Option

Lot

2003 R408 Option Year Three Services (Fund Type -
TBD)
Option

Lot

2004 R408 Option Year Four Services (Fund Type -
TBD)
Option

Lot

2100 R408 Base Period Services - In Support of
NIWC PAC 6.0 (Fund Type - TBD)

Lot

210001 R408 Funding for CLIN 2100 (Fund Type -
OTHER)

2200 R408 Base Period Services - In Support of
NIWC PAC Code 50E (Fund Type -
TBD)

Lot

220001 R408 Funding for CLIN 2200 (Fund Type -
OTHER)

2300 R408 Base Period Services - In Support of
NIWC PAC NIEF / CANES PMW 160
(OPN)

Lot

230001 R408 Funding for CLIN 2300 (OPN)

Cost Only Items:

Item PSC Supplies/Services Qty Unit Est. Cost

3000 R408 Base Year ODCs (Fund Type - TBD) Lot

3001 R408 Option Year One ODCs (Fund Type -
TBD)
Option

Lot

3002 R408 Option Year Two ODCs (Fund Type -
TBD)
Option

Lot

3003 R408 Option Year Three ODCs (Fund Type -
TBD)
Option

Lot

(b)4
(b)4

(b)4
(b)4
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Item PSC Supplies/Services Qty Unit Est. Cost

3004 R408 Option Year Four ODCs (Fund Type -
TBD)
Option

Lot

Cost Type / NSP Items:

Item PSC Supplies/Services Qty Unit
Est.
Cost

Fixed
Fee

CPFF

4000 Data in accordance with attached CDRL, Exhibit
A (Base Period) (Not Separately Priced)

1.00 Lot NSP

4001 Data in accordance with attached CDRL, Exhibit
A (Option 1) (Not Separately Priced)

1.00 Lot NSP

4002 Data in accordance with attached CDRL, Exhibit
A (Option 2) (Not Separately Priced)

1.00 Lot NSP

4003 Data in accordance with attached CDRL, Exhibit
A (Option 3) (Not Separately Priced)

1.00 Lot NSP

4004 Data in accordance with attached CDRL, Exhibit
A (Option 4) (Not Separately Priced)

1.00 Lot NSP

B-1 ADDITIONAL SLINS

 

Additional CLINs and/or SLINs will be unilaterally created by the Contracting Officer during performance of this Task Order
to accommodate the funding lines that will be provided under this Order.

 

B-2 OTHER DIRECT COSTS

The Government is specifically stating the anticipated Other Direct Costs (ODCs). The Government reserves the right to increase the
ODC CLINs.

 

B-3 LEVEL OF EFFORT -- FEE ADJUSTMENT FORMULA

Subject to the requirements of the “Limitation of Cost” or “Limitation of Funds” clause (whichever is applicable to this  contract), it is
hereby understood and agreed that the fixed fee is based upon the Contractor providing the below listed number of staff-hours of direct
labor, hereinafter referred to as X, at the estimated cost and during the term of this contract specified elsewhere herein:

 

CLINs                     Hours

Base Year CLINs    

Option 1 CLIN(s)   

(b)4 (b)4

(b)4

(b)4
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Option 2 CLIN(s)   

Option 3 CLIN(s)   

Option 4 CLIN(s)   

 

The Contractor agrees to provide the total level of effort specified above in performance of work described in Sections “B” and “C” of
this contract. The total staff-hours of direct labor shall include subcontractor direct labor hours for those subcontractors identified in the
Contractor’s proposal as having hours included in the proposed level of effort.

Of the total staff-hours of direct labor set forth above, it is estimated that 0 staff-hours are competitive time uncompensated overtime).
Competitive time (uncompensated overtime) is defined as hours provided by personnel in excess of 40 hours per week without additional
compensation for such excess work. All other effort is defined as compensated effort. If no amount is indicated in the first sentence of this
paragraph, competitive time (uncompensated overtime) effort performed by the contractor shall not be counted in fulfillment of the level
of effort obligations under this contract.

Effort performed in fulfilling the total level of effort obligations specified above shall only include effort performed in direct support of
this contract and shall not include time and effort expended on such things as local travel from an employee’s residence to their usual
work location, uncompensated effort while on travel status, truncated lunch periods, or other time and effort which does not have a
specific and direct contribution to the tasks described in Section B.

It is understood and agreed that various conditions may exist prior to or upon expiration of the term of the contract, with regard to the
expenditure of labor staff-hours and/or costs there under which may require adjustment to the aggregate fixed fee. The following actions
shall be dictated by the existence of said conditions:

If the contractor has provided not more than 105 % of X or not less than 95% of X, within the estimated cost, and at the term of

the contract, then the fee shall remain as set forth in Section B.

1. 

If the Contractor has provided X-staff-hours, within the term, and has not exceeded the estimated cost then the Contracting Officer
may require the Contractor to continue performance until the expiration of the term, or until the expenditure of the estimated cost
of the contract except that, in the case of any items or tasks funded with O&MN funds, except the "term" of performance shall not
exceed a 12 month period. In no event shall the Contractor be required to provide more than 105% of X within the term and

estimated cost of this contract. The fee shall remain as set forth in Section B.

2. 

If the Contractor expends the estimated cost of the contract, during the term of the contract and has provided less than X staff-
hours, the Government may require the Contractor to continue performance, by providing cost growth funding, without adjusting

the fixed fee, until such time as the Contractor has provided X staff-hours.

3. 

If the Contracting Officer does not elect to exercise the Government’s rights as set forth in paragraph (d)(2) and (d)(3) above, and
the Contractor has not expended more than 95 % of X staff-hours, the fixed fee shall be equitably adjusted downward to reflect

the diminution of work.

4. 

Nothing herein contained shall, in any way, abrogate the Contractor’s responsibilities, and/or the Government’s rights within the
terms of the contract provision entitled “Limitation of Cost” or “Limitation of Funds” as they shall apply throughout the term of

the contract, based upon the total amount of funding allotted to the contract during its specified term.

5. 

Within 45 days after completion of the work under each separately identified period of performance hereunder, the Contractor shall
submit the following information in writing to the Contracting Officer with copies to the cognizant Contract Administration Office and
DCAA office to which vouchers are submitted:

The total number of staff-hours of direct labor expended during the applicable period.1. 
A breakdown of this total showing the number of staff-hours expended in each direct labor classification and associated direct and

indirect costs.

2. 

A breakdown of other costs incurred.3. 
The Contractor’s estimate of the total allowable cost incurred under the contract for the period.4. 

In the case of a cost under-run, the Contractor shall submit the following information in addition to that required above:

(b)4

(b)4

(b)4
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The amount by which the estimated cost of this contract may be reduced to recover excess funds and the total amount of

staff-hours not expended, if any.

1. 

A calculation of the appropriate fee reduction in accordance with this text. All submissions required by this paragraph shall

include subcontractor information, if any.

2. 

SPECIAL INSTRUCTION TO THE PAYING OFFICE REGARDING WITHHELD FEE

Fees withheld pursuant to the provisions of this contract, such as the withholding provided by the “Allowable Cost and Payment” and
“Fixed Fee” clauses, shall not be paid until the contract has been modified to reduce the fixed fee in accordance with paragraph (d) above,
except that no such action is required if the total level of effort provided falls within the limits established in paragraph (d) above.

 

B-4 ALLOTMENT OF FUNDS

a. This contract is incrementally funded with respect to both cost and fee.

 

b. The amounts presently available and allotted to this contract for payment of fee, as provided in the Section I

clause of this contract entitled “Fixed Fee”, are as follows:

 

ITEM(S)      ALLOTTED TO FIXED FEE

2000            $0.00

2100            Fully Funded

2200            Fully Funded

2300            Fully Funded   

c. The amounts presently available and allotted to this contract for payment of cost, subject to the Section I

“Limitation of Funds” clause, the items covered thereby and the period of performance which it is estimated the

allotted amount will cover are as follows:

 

ITEM(S)       ALLOTTED TO COST       PERIOD OF PERFORMANCE

2000             $0.00                                     N/A

2100            Fully Funded

2200            Fully Funded

2300            Fully Funded

3000             $0.00                                     N/A
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d. The parties contemplate that the Government will allot additional amounts to this contract from time to time by

unilateral contract modification, and any such modification shall state separately the amounts allotted for cost and

for fee, the items covered thereby, and the period of performance the amounts are expected to cover.
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Section C - Description/Specifications/Statement of
Work

C-1 SPECIFICATION/STATEMENT OF WORK

 

Work under this task order shall be performed in accordance with Attachment
No. 1, Statement of Work (SOW); Attachment No. 2, SOW Addendum; Attachment No.
3, Contract Security Classification Specification (DD 254); and Exhibit A,
Contract Data Requirements List (CDRL).
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Section D - Packaging and Marking

All Deliverables shall be packaged and marked IAW Best Commercial Practice.
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Section E - Inspection and Acceptance

Inspection and acceptance of the services to be furnished hereunder shall be made at destination by the Contracting
Officer's Representative (COR) or duly authorized representative. Inspection shall be IAW FAR 52.246-5 of the
basic contract. 
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Section F - Deliveries or Performance

The Period of Performance of the following Firm items are as follows:

2000   03/19/2021 - 03/18/2022

2100   03/19/2021 - 03/18/2022

2200   03/19/2021 - 03/18/2022

2300   03/19/2021 - 03/18/2022

3000   03/19/2021 - 03/18/2022

The Period of Performance of the following Option items are as follows:

2001   03/19/2022 - 03/18/2023

2002   03/19/2023 - 03/18/2024

2003   03/19/2024 - 03/18/2025

2004   03/19/2025 - 03/18/2026

3001   03/19/2022 - 03/18/2023

3002   03/19/2023 - 03/18/2024

3003   03/19/2024 - 03/18/2025

3004   03/19/2025 - 03/18/2026

The above period(s) of performance for the option(s) to extend the term of the task order shall only apply if the
Government exercises the option(s) as stated in Section B in accordance with FAR 52.217-9 "Option to Extend the
Term of the Contract."
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Section G - Contract Administration Data

DFARS 252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018)

  (a) Definitions. As used in this clause—

   Department of Defense Activity Address Code (DoDAAC) is a six position code that uniquely identifies a unit, activity, or organization.

   Document type means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

   Local processing office (LPO) is the office responsible for payment certification when payment certification is done external to the entitlement system.

   Payment request and receiving report are defined in the clause at 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

  (b) Electronic invoicing. The WAWF system provides the method to electronically process vendor payment requests and receiving reports, as authorized by Defense

Federal Acquisition Regulation Supplement (DFARS) 252.232-7003, Electronic

Submission of Payment Requests and Receiving Reports.

  (c) WAWF access. To access WAWF, the Contractor shall—

  (1) Have a designated electronic business point of contact in the System for

Award Management at https://www.sam.gov ; and

  (2) Be registered to use WAWF at https://wawf.eb.mil/  following the step-by-step procedures for self-registration available at this web site.

  (d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice Training Site before submitting
payment requests through WAWF. Both can be accessed by selecting the Web Based Training link on the WAWF home page at https://wawf.eb.mil/

  (e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer Protocol.

  (f) WAWF payment instructions. The Contractor shall use the following information when submitting payment requests and receiving reports in WAWF for this contract or task
or delivery order:

  (1) Document type. The Contractor shall submit payment requests using the following document type(s):

  (i) For cost-type line items, including labor-hour or time-and-materials, submit a cost voucher.

  (ii) For fixed price line items—

  (A) That require shipment of a deliverable, submit the invoice and receiving report specified by the Contracting Officer.

N/A

                  (B) For services that do not require shipment of a deliverable, submit either the Invoice 2in1, which meets the requirements for the invoice and receiving report, or the
applicable invoice and receiving report, as specified by the Contracting Officer.

N/A

  (iii) For customary progress payments based on costs incurred, submit a progress payment request.

  (iv) For performance based payments, submit a performance based payment request.

  (v) For commercial item financing, submit a commercial item financing request.

  (2) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR) 52.213-1 is included in the contract.

 [Note   The Contractor may use a WAWF combo document type to create some combinations of invoice and receiving report in one step.]

  (3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF when creating payment requests
and receiving reports in the system.

 

         Routing Data Table*

Field Name in WAWF Data to be entered in  WAWF

Pay Official DoDAAC  HQ0338

Issue By DoDAAC  N66001

Admin DoDAAC**  S2404A

Inspect By DoDAAC  N/A

Ship To Code   N/A

Ship From Code   N/A

Mark For Code   N/A

Service Approver (DoDAAC)  S2404A

Service Acceptor (DoDAAC)   N66001

Accept at Other DoDAAC  N/A

LPO DoDAAC   N/A

DCAA Auditor DoDAAC  HAA819

Other DoDAAC(s)   N/A

  (4) Payment request. The Contractor shall ensure a payment request includes documentation appropriate to the type of payment request in accordance with the payment clause,
contract financing clause, or Federal Acquisition Regulation 52.216-7, Allowable Cost and Payment, as applicable.

  (5) Receiving report. The Contractor shall ensure a receiving report meets the requirements of DFARS Appendix F.
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  (g) WAWF point of contact.

  (1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity s WAWF point of contact.

  N/A

 (2) Contact the WAWF helpdesk at 866-618-5988, if assistance is needed.

 

G-2 -- PATENT MATTERS POINT OF CONTACT

The Point of Contact regarding Patent Matters for this contract is:

OFFICE OF PATENT COUNSEL / CODE 36000

NIWC Pacific

53560 HULL STREET

SAN DIEGO, CA 92152-5001 (619) 553-3001

Do not submit interim and final invention reports to this address.

 

G-3 SUPPLEMENTAL WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS

The following Wide Area Work Flow (WAWF) payment instructions supplement DFARS 252.232-7006:

(a) Interim Voucher costs are to be broken down in a clear and logical manner with fully burdened cost

information (inclusive of fee). Cost information shall include identification of:

1) All labor categories and individuals utilized during the billing period;

2) Number of hours and fully burdened hourly labor rates (including fee), per individual;

3) Material (consumable and non-consumables) description and fully burdened costs, separated by type;

4) Fully burdened travel costs itemized by trip, date and individual;

5) Other fully burdened direct costs not separately identified; e.g., reproduction, cell phones, equipment

rentals,etc.;

6) Subcontractor costs itemized with the same level of detail; and

7) Average actual hourly labor rates (total actual fully burdened labor cost/total # hours performed). Attachments

shall be created with any Microsoft Office product or Adobe (.pdf files) and are to be attached to the invoice in

WAWF. The total size limit for files per invoice in WAWF is 5 megabytes. A separate copy of the invoice with

back-up documentation shall be emailed to the COR/TOM.

(b) Contractors approved by DCAA for direct billing will not process vouchers through DCAA, but will submit

directly to DFAS. Vendors MUST still provide a copy of the invoice and any applicable cost back-up

documentation supporting payment to the Acceptor/Contracting Officer's Representative (COR) if applicable.

Additionally, a copy of the invoice(s) and attachment(s) at time of submission in WAWF shall also be provided to

each point of contact identified in section (g) of DFARS clause 252.232-7006 by email. If the invoice and/or

receiving report are delivered in the email as an attachment it must be provided as an Adobe (.pdf file), Microsoft

Office product or other mutually agreed upon form between the Contracting Officer and vendor.

(c) A separate invoice will be prepared no more frequently than for every two weeks. Do not combine the

payment claims for services provided under this contract.

(d) In accordance with DFARS 204.7104-1 Informational subline item numbers (e.g., 000101, 000102, etc) shall

not be priced separately for payment purposes. Therefore, you are reminded to bill at the CLIN level using the

applicable ACRN, e.g., AA, AB, AC, etc. DFAS will reject invoices that contain informational subline items.
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G-4 PAYMENT INSTRUCTIONS
The payment office shall allocate and record the amounts paid to the accounting classification citations in the contract using the linked table below based on the type of
payment request submitted (see DFARS 252.232-7006) and the type of effort:

https://www.acq.osd.mil/dpap/dars/pgi/pgi htm/current/PGI204 71.htm#payment instructions

Accounting Data

CLIN/SLIN PR Number Amount

N6600121F3502

210001 130090895300001

LLA :

AA 97X4930 NH3P 251 77777 0 050120 2F 000000 A00005994776

Standard Document #:

220001 130090895300002

LLA :

AB 97X4930 NH3P 251 77777 0 050120 2F 000000 A10005994776

Standard Document #:

230001 130091321200001

LLA :

AC 1711810 M25F 251 00039 0 050120 2D 000000 A00006019013

Standard Document #:

BASE Funding: $1,176,513.20

Cumulative Funding: $1,176,513.20

(b)4

(b)4

(b)4
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Section H - Special Contract Requirements

H-1 CONTRACTOR PICTURE BADGE

(a) A contractor picture badge may be issued to contractor personnel by the NIWC Pacific Security Office upon receipt of a valid visit
request from the Contractor and a picture badge request from the COR. A list of personnel requiring picture badges must be provided to
the COR to verify that the contract or delivery/task order authorizes performance at NIWC Pacific prior to completion of the picture
badge request.

(b) The contractor assumes full responsibility for the proper use of the identification badge and shall be responsible for the return of the
badge upon termination of personnel or expiration or completion of the contract.

(c) At the completion of the contract, the contractor shall forward to the NIWC Pacific Security Office a list of all unreturned badges with

a written explanation of any missing badges.  https://www.public.navy.mil/navwar/NIWC-Pacific/Pages
/Visitorinformation.aspx

 

H-3 LIMITED RELEASE OF CONTRACTOR CONFIDENTIAL BUSINESS INFORMATION

(a) Definition.

“Confidential Business Information,” (Information) as used in this text, is defined as all forms and types of financial,  business, economic
or other types of information other than technical data or computer software/computer software documentation, whether tangible or
intangible, and whether or how stored, compiled, or memorialized physically, electronically, graphically, photographically, or in writing if
— (1) the owner thereof has taken reasonable measures to keep such Information secret, and (2) the Information derives independent

economic value, actual or potential from not being generally known to, and not being readily ascertainable through proper means by, the
public. Information does not include technical data, as that term is defined in DFARS 252.227-7013(a)(14), 252.227-7015(a)(4),
and 252.227-7018(a)(19). Similarly, Information does not include computer software/computer software documentation, as those terms are
defined in DFARS 252.227-7014(a)(4) and 252.227-7018(a)(4). 

(b) The Naval Information Warfare Command (NAVWAR) may release to individuals employed by NAVWAR support contractors and
their subcontractors Information submitted by the contractor or its subcontractors pursuant to the provisions of this contract. Information
that would ordinarily be entitled to confidential treatment may be included in the Information released to these individuals. Accordingly,
by submission of a proposal or execution of this contract, the offeror or contractor and its subcontractors consent to a limited release of its
Information, but only for purposes as described in paragraph (c) of this text.

(c) Circumstances where NAVWAR may release the contractor’s or subcontractors’ Information include the following:

(1) To other NAVWAR contractors and subcontractors, and their employees tasked with assisting NAVWAR in handling and processing
Information and documents in the administration of NAVWAR contracts, such as file room management and contract closeout; and,

(2) To NAVWAR contractors and subcontractors, and their employees tasked with assisting NAVWAR in accounting support services,
including access to cost-reimbursement vouchers. 

(d) NAVWAR recognizes its obligation to protect the contractor and its subcontractors from competitive harm that could result from the
release of such Information. NAVWAR will permit the limited release of Information under paragraphs  (c)(1) and (c)(2) only under the
following conditions:

(1) NAVWAR determines that access is required by other NAVWAR contractors and their subcontractors to perform the tasks described in
paragraphs (c)(1) and (c)(2);

(2) Access to Information is restricted to individuals with a bona fide need to possess; 
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(3) Contractors and their subcontractors having access to Information have agreed under their contract or a separate corporate
non-disclosure agreement to provide the same level of protection to the Information that would be provided by SPAWAR employees. Such
contract terms or separate corporate non-disclosure agreement shall require the contractors and subcontractors to train their employees on
how to properly handle the Information to which they will have access, and to have their employees sign company non disclosure
agreements certifying that they understand the sensitive nature of the Information and that unauthorized use of the Information could
expose their company to significant liability. Copies of such employee non disclosure agreements shall be provided to the Government; 

(4) SPAWAR contractors and their subcontractors performing the tasks described in paragraphs (c)(1) or (c)(2) have agreed under their
contract or a separate non-disclosure agreement to not use the Information for any purpose other than performing the tasks described in
paragraphs (c)(1) and (c)(2); and,

(5) Before releasing the Information to a non-Government person to perform the tasks described in paragraphs (c)(1) and (c)(2), SPAWAR
shall provide the contractor a list of the company names to which access is being granted, along with a Point of Contact for those entities.

(e) SPAWAR’s responsibilities under the Freedom of Information Act are not affected by this text.

(f) The contractor agrees to include, and require inclusion of, this text in all subcontracts at any tier that requires the furnishing of
Information.

 

H-4  ORGANIZATIONAL CONFLICT OF INTEREST (SYSTEMS ENGINEERING)

(a) This contract provides for systems engineering and related technical support. The parties recognize that by the contractor providing
this support, a potential conflict of interest arises as defined by FAR 9.505-1.

(b) For the purpose of this text, the term “contractor” means the contractor, its subsidiaries and affiliates, joint ventures involving the
contractor, any entity with which the contractor may hereafter merge or affiliate, and any other successor of the contractor.

(c) During the term of this contract and for a period of three years after completion of this contract, the contractor agrees that it will not
supply (whether as a prime contractor, subcontractor at any tier, or consultant to a supplier) to the Department of Defense, any product,
item or major component of an item or product, which was the subject of the systems engineering and/or technical direction performed
under this contract. The contractor shall, within 15 days after the effective date of this contract, provide, in writing, to the Contracting
Officer, a representation that all employees, agents and subcontractors involved in the performance of this contract have been informed of
the provisions of this text. Any subcontractor that performs any work relative to this contract shall be subject to this text. The contractor
agrees to place in each subcontract affected by these provisions the necessary language contained in this text.

(d) The contractor further agrees that it will not perform engineering services and technical support of the type described in the SOW for
any product it has designed, developed, or manufactured in whole or in part. The contractor further agrees to notify the Contracting
Officer should it be tasked to conduct engineering and technical support on such products and to take no action until directed to do so by
the Contracting Officer.

(e) The contractor acknowledges the full force and effect of this text. It agrees to be bound by its terms and conditions and understands
that violation of this text may, in the judgment of the Contracting Officer, be cause for Termination for Default under FAR 52.249-6. The
contractor also acknowledges that this does not represent the sole and exclusive remedy available to the Government in the event the
contractor breaches this Organizational Conflict of Interest text.

H-5  ORGANIZATIONAL CONFLICT OF INTEREST (SPECIFICATION PREPARATION)

(a) This contract, in whole or in part, provides for the contractor to draft and/or furnish specifications. Further, this contract may task the
contractor to prepare or assist in preparing work statements that directly, predictably and without delay are used in future competitive
acquisitions. The parties recognize that by the contractor providing this support a potential conflict of interest arises as defined by FAR
9.505-2.

(b) During the term of this contract and for a period of three years after completion of this contract, the contractor agrees that it will not
supply as a prime contractor, subcontractor at any tier, or consultant to a supplier to the Department of Defense, any product, item or
major component of an item or product, which was the subject of the specifications and/or work statements furnished under this contract.
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The contractor shall, within 15 days after the effective date of this contract, provide, in writing, to the Contracting Officer, a
representation that all employees, agents and subcontractors involved in the performance of this contract have been informed of the
provisions of this text. Any subcontractor that performs any work relative to this contract shall be subject to this text. The contractor
agrees to place in each subcontract affected by these provisions the necessary language contained in this text.

(c) For the purposes of this text, the term “contractor” means the contractor, its subsidiaries and affiliates, joint ventures involving the
contractor, any entity with which the contractor may hereafter merge or affiliate and any other successor or assignee of the contractor.

(d) The contractor acknowledges the full force and effect of this text. It agrees to be bound by its terms and conditions and understands
that violation of this text may, in the judgment of the Contracting Officer, be cause for Termination for Default under FAR 52.249-6. The
contractor also acknowledges that this does not represent the sole and exclusive remedy available to the Government in the event the
contractor breaches this or any other Organizational Conflict of Interest text.

H-6  ORGANIZATIONAL CONFLICT OF INTEREST (ACCESS TO PROPRIETARY INFORMATION)

(a) This contract provides for the contractor to provide technical evaluation and/or advisory and assistance services. The parties recognize
that by the contractor providing this support a potential conflict of interest arises as described by FAR 9.505-3 and FAR 9.505-4.

(b) For the purpose of this text, the term “contractor” means the contractor, its subsidiaries and affiliates, joint ventures involving the
contractor, any entity with which the contractor may hereafter merge or affiliate, and any other successor or assignee of the contractor.

(c) The contractor agrees to execute agreements with companies furnishing proprietary data in connection with work performed under this
contract, which obligates the contractor to protect such data from unauthorized use or disclosure so long as such data remains proprietary,
and to furnish copies of such agreements to the Contracting Officer. The contractor further agrees that such proprietary data shall not be
used in performing additional work for the Department of Defense in the same field as work performed under this contract whether as a
prime, consultant or subcontractor at any tier.

(d) The contractor shall, within 15 days after the effective date of this contract, provide, in writing, to the Contracting Officer, a
representation that all employees, agents and subcontractors involved in the performance of this contract have been informed of the
provisions of this text. Any subcontractor that performs any work relative to this contract shall be subject to this text. The contractor
agrees to place in each subcontract affected by these provisions the necessary language contained in this text.

(e) The contractor further agrees that it will not perform technical evaluations as described in the SOW for any product it has designed,
developed, or manufactured in whole or in part. The contractor further agrees to notify the Contracting Officer should it be tasked to
conduct such technical evaluations on such products and to take no action unless directed to do so by the Contracting Officer.

(f) The contractor acknowledges the full force and effect of this text. It agrees to be bound by its terms and conditions and understands
that violation of this text may, in the judgment of the Contracting Officer, be cause for Termination for Default under FAR 52.249-6. The
contractor also acknowledges that this does not represent the sole and exclusive remedy available to the government in the event the
contractor breaches this or any other Organizational Conflict of Interest text.

H-7  EXISTING ORGANIZATIONAL CONFLICT OF INTEREST

(a) Definitions.

(1) “Contractor” means the firm signing this contract.

(2) “Supplier” means a firm, or a firm’s subsidiaries, its parent corporation or subsidiary of the parent corporation, that is engaged in, or
having a known prospective interest in the furnishing of [insert name of the item being furnished] in support of which, tasks will be
performed under this contract.

(3) “Affiliates” means employees, directors, partners, participants in joint ventures, parent corporation, parent corporation subsidiaries, any
entity into or with which the contractor may subsequently merge or affiliate, any other successor or assignee of the prime contractor and
subcontractors.
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(4) “Interest” means direct or indirect business or financial interest.

(b) Warranty Against Existing Conflict of Interest. The contractor warrants that neither it nor its affiliates have any contracts with, or any
material or substantial interests in the hardware or software suppliers. For any breach of this warranty, the Government shall have the
right to rescind this contract without liability or, at its discretion, terminate this contract for default. In such circumstances, the contractor
shall not be entitled to reimbursement of any cost incurred in performing this contract or payment of any fee thereunder. Further, such
shall not be allocable or chargeable, directly or indirectly, to any other contract with the Government.

H-8  ORGANIZATIONAL CONFLICT OF INTEREST

(a) Definition.

“Support Services” includes, but is not limited to, program management support services, preparing program budget submissions, business
financial reporting or accounting services or, advisory and assistance services including consultant services 

(b) The Contracting Officer has determined that potentially significant organizational conflicts of interest may arise due to the nature of
the work the contractor will perform under this contract that may preclude the contractor from being awarded future NAVWAR contracts
in a related area. Whereas the contractor has agreed to undertake this contract to provide “support services;” it is agreed that the
contractor shall be ineligible to act as a prime contractor, consultant, or subcontractor to any prime contractor or subcontractor at any tier
who is to supply the services, system or major components thereof for any project where the contractor has provided or is providing
support as described in FAR 9.505-1 through 9.505-4. The Contracting Officer may make a determination to allow a company to
participate in an acquisition subject to the submission of an acceptable mitigation plan in accordance with paragraph (d) and (e) below.

(c)

(1) If the Contracting Officer requests, and the contractor submits an organizational conflict of interest mitigation plan that, after
Government review is acceptable to the Government, the contractor’s parent corporation, subsidiaries, or other physically separate profit
and loss centers may not be precluded from acting as a subcontractor or consultant on future NAVWAR contracts. The Government may
terminate the contract for default if the contractor fails to implement and follow the procedures contained in any approved mitigation plan.

(2) Any mitigation plan shall include, at a minimum, non-disclosure agreements to be executed by the contractor and the contractor’s
employees supporting the Government per paragraph (c) above. Items for consideration in a mitigation plan include the following:
identification of the organizational conflict(s) of interest; reporting and tracking system; an organizational conflict of interest
compliance/enforcement plan, to include employee training and sanctions, in the event of unauthorized disclosure of sensitive information;
a plan for organizational segregation (e.g., separate reporting chains); and data security measures.

(d) These restrictions shall apply to [insert the company name upon award of the contract]. This text shall remain in effect for one year
after completion of this contract.

(e) The contractor shall apply this text to any subcontractors or consultants, who have access to information, participate in the
development of data, or participate in any other activity related to this contract which is subject to terms of this text at the prime
contractor level, unless the contractor includes an acceptable alternate subcontractor provision in its mitigation plan. For subcontractors or
consultants under this contract, if an organizational conflict of interest mitigation plan is submitted and acceptable to the Government, the
subcontractor’s parent corporation, subsidiaries, or other physically separate profit and loss centers may not be precluded from acting as a
prime, subcontractor, or consultant on future NAVWAR contracts.
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Section I - Contract Clauses

52.204–23  PROHIBITION ON CONTRACTING FOR HARDARE, SOFTWARE, AND SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED ENTITIES (JUL
2018)

(a) Definitions  As used in this clause—

Covered article means any hardware, software, or service that—
(1) Is developed or provided by a covered entity;
(2) Includes any hardware, software, or service developed or provided in whole or in part by a covered entity; or
(3) Contains components using any hardware or software developed in whole or in part by a covered entity
Covered entity means—
(1) Kaspersky Lab;
(2) Any successor entity to Kaspersky Lab;
(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or
(4) Any entity of which Kaspersky Lab has a majority ownership
(b) Prohibition  Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub  L 115–91) prohibits Government use of any covered article  The Contractor is prohibited from—
(1) Providing any covered article that the Government will use on or after October 1, 2018; and (2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first produced in the
performance of the contract
(c) Reporting requirement  (1) In the event the Contractor identifies a covered article provided to the Government during contract performance, or the Contractor is notified of such by a subcontractor at any tier or any
other
source, the Contractor shall report, in writing, to the Contracting Officer or, in the case of the Department of Defense, to the website at https://dibnet dod mil  For indefinite delivery contracts, the Contractor shall report
to the
Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected
orders in the report provided at https://dibnet dod mil
(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause:
(i) Within 1 business day from the date of such identification or notification: The contract number; the order number(s), if applicable; supplier name; brand; model number (Original Equipment Manufacturer (OEM)
number,
manufacturer part number, or wholesaler number); item description; and any readily available information about mitigation actions undertaken or recommended
(ii) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause: Any further available information about mitigation actions undertaken or recommended  In addition, the Contractor shall
describe the efforts it undertook to prevent use or submission of a covered article, any reasons that led to the use or submission of the covered article, and any additional efforts that will be incorporated to prevent
future use or submission of covered articles

(d) Subcontracts  The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts, including subcontracts for the acquisition of commercial items

52 204-25 Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment (A  2020)

      (a) Definitions. As used in this clause—

      Backhaul means intermediate links between the core network, or backbone network, and the small subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core
telephone network)  Backhaul can be wireless (e g , microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet)

      Covered foreign country means The People’s Republic of China

      Covered telecommunications equipment or services means–

           (1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities);

           (2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical infrastructure, and other national security purposes, video surveillance and
telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of
such entities);

           (3) Telecommunications or video surveillance services provided by such entities or using such equipment; or

           (4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in consultation with the Director of National
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country

      Critical technology means–

           (1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22,
Code of Federal Regulations;

           (2) Items included on the Commerce Control List set forth in Supplement No  1 to part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of
Federal Regulations, and controlled-

                (i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or

                (ii) For reasons relating to regional stability or surreptitious listening;

           (3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to
assistance to foreign atomic energy activities);

           (4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of nuclear equipment and material);

           (5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

           (6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U S C  4817)

      Interconnection arrangements means arrangements governing the physical connection of two or more networks to allow the use of another's network to hand off traffic where it is ultimately
delivered (e.g., connection of a customer of telephone provider A to a customer of telephone company B) or sharing data and other information resources

      Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession about the identity of the producer or provider of covered telecommunications equipment or
services used by the entity that excludes the need to include an internal or third-party audit

      Roaming means cellular communications services (e.g., voice, video, data) received from a visited network when unable to connect to the facilities of the home network either because signal
coverage is too weak or because traffic is too high
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      Substantial or essential component means any component necessary for the proper function or performance of a piece of equipment, system, or service

 

      (b) Prohibition    (1) Section 889(a)(1)(A) of the John S  McCain National Defense Authorization Act for Fiscal Year 2019 (Pub  L  115-232) prohibits the head of an executive agency on or after
August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or services
as a substantial or essential component of any system, or as critical technology as part of any system  The Contractor is prohibited from providing to the Government any equipment, system, or service
that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c)
of this clause applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4 2104

           (2) Section 889(a)(1)(B) of the John S  McCain National Defense Authorization Act for Fiscal Year 2019 (Pub  L  115-232) prohibits the head of an executive agency on or after August 13,
2020, from entering into a contract, or extending or renewing a contract, with an entity that uses any equipment, system, or service that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered telecommunication
equipment or services are covered by a waiver described in FAR 4 2104  This prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in
performance of work under a Federal contract

      (c) Exceptions. This clause does not prohibit contractors from providing—

           (1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

           (2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data or packets that such equipment transmits or otherwise handles

 

      (d) Reporting requirement  (1) In the event the Contractor identifies covered telecommunications equipment or services used as a substantial or essential component of any system, or as critical
technology as part of any system, during contract performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source, the Contractor shall report the information in
paragraph (d)(2) of this clause to the Contracting Officer, unless elsewhere in this contract are established procedures for reporting the information; in the case of the Department of Defense, the
Contractor shall report to the website at https://dibnet dod mil  For indefinite delivery contracts, the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the
Contracting Officer(s) for any affected order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided
at https://dibnet dod mil

           (2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause

                (i) Within one business day from the date of such identification or notification: the contract number; the order number(s), if applicable; supplier name; supplier unique entity identifier (if
known); supplier Commercial and Government Entity (CAGE) code (if known); brand; model number (original equipment manufacturer number, manufacturer part number, or wholesaler number);
item description; and any readily available information about mitigation actions undertaken or recommended

                (ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further available information about mitigation actions undertaken or recommended  In
addition, the Contractor shall describe the efforts it undertook to prevent use or submission of covered telecommunications equipment or services, and any additional efforts that will be incorporated to
prevent future use or submission of covered telecommunications equipment or services

      (e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and excluding paragraph (b)(2), in all subcontracts and other contractual instruments,
including subcontracts for the acquisition of commercial items

(End of clause)

 

 

FAR 52.219-27  NOTICE OF SERVICE-DISABLED VETERAN-OWNED SMALL BUSINESS SET-ASIDE (MAR 2020) (DEVIATION 2020-O0008) 

(a)  Definitions   As used in this clause—

“Service-disabled veteran-owned small business concern”—

(1)  Means a small business concern—

(i)  Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service-
disabled veterans; and

(ii)  The management and daily business operations of which are controlled by one or more service-disabled veterans or, in the case of a service-disabled veteran with permanent and severe disability, the spouse or
permanent caregiver of such veteran

(2)  “Service-disabled veteran” means a veteran, as defined in 38 U S C  101(2), with a disability that is service-connected, as defined in 38 U S C  101(16)

“Similarly situated entity” means a first-tier subcontractor, including an independent contractor, that—

(1)  Has the same small business program status as that which qualified the prime contractor for the award (e g , for a small business set-aside contract, any small business concern, without regard to its socioeconomic
status); and

(2)  Is considered small for the size standard under the North American Industry Classification System (NAICS) code the prime contractor assigned to the subcontract

(b)  Applicability   This clause applies only to—

(1)  Contracts that have been set aside for service-disabled veteran-owned small business concerns;

(2)  Part or parts of a multiple-award contract that have been set aside for service-disabled veteran-owned small business concerns;

(3)  Orders set aside for service-disabled veteran-owned small business concerns under multiple-award contracts as described in 8 405-5 and 16 505(b)(2)(i)(F); and

(4)  Orders issued directly to service-disabled veteran-owned small business concerns under multiple-award contracts as described in 19 504(c)(1)(ii)

(c)  General

(1)  Offers are solicited only from service-disabled veteran-owned small business concerns   Offers received from concerns that are not service-disabled veteran-owned small business concerns shall not be considered

(2)  Any award resulting from this solicitation will be made to a service-disabled veteran-owned small business concern

(d)  Independent contractors   An independent contractor shall be considered a subcontractor
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(e)  Limitations on subcontracting   By submission of an offer and execution of a contract, a service-disabled veteran-owned small business concern agrees that in the performance of a contract assigned a NAICS code
for—

(1)  Services (except construction), it will not pay more than 50 percent of the amount paid by the Government for contract performance to subcontractors that are not similarly situated entities   Any work that a
similarly situated entity further subcontracts will count toward the prime contractor’s 50 percent subcontract amount that cannot be exceeded   When a contract includes both services and supplies, the 50 percent
limitation shall apply only to the service portion of the contract   Other direct costs are excluded to the extent they are not the principal purpose of the contract and cannot be obtained from small business concerns;

(2)  Supplies (other than acquisition from a nonmanufacturer of the supplies), it will not pay more than 50 percent of the amount paid by the Government for contract performance, excluding the cost of materials, to
subcontractors that are not similarly situated entities   Any work that a similarly situated entity further subcontracts will count toward the prime contractor’s 50 percent subcontract amount that cannot be exceeded  
When a contract includes both supplies and services, the 50 percent limitation shall apply only to the supply portion of the contract;

(3)  General construction, it will not pay more than 85 percent of the amount paid by the Government for contract performance, excluding the cost of materials, to subcontractors that are not similarly situated entities  
Any work that a similarly situated entity further subcontracts will count toward the prime contractor’s 85 percent subcontract amount that cannot be exceeded; or

(4)  Construction by special trade contractors, it will not pay more than 75 percent of the amount paid by the Government for contract performance, excluding the cost of materials, to subcontractors that are not
similarly situated entities   Any work that a similarly situated entity further subcontracts will count toward the prime contractor’s 75 percent subcontract amount that cannot be exceeded

(f)  A service-disabled veteran-owned small business concern shall comply with the limitations on subcontracting as follows:

(1)  For contracts, in accordance with paragraphs (b)(1) and (2) of this clause—

__  By the end of the base term of the contract and then by the end of each subsequent option period; or

__  By the end of the performance period for each order issued under the contract

(2)  For orders, in accordance with paragraphs (b)(3) and (4) of this clause, by the end of the performance period for the order

(g)  Joint venture   A joint venture may be considered a service-disabled veteran owned small 

business concern if—

(1)  At least one member of the joint venture is a service-disabled veteran-owned small business concern, and makes the following representations: That it is a service-disabled veteran-owned small business concern,
and that it is a small business concern under the North American Industry Classification Systems (NAICS) code assigned to the procurement;

(2)  Each other concern is small under the size standard corresponding to the NAICS code assigned to the procurement; and

(3)  The joint venture meets the requirements of 13 CFR 121 103(h)

(4)  The joint venture meets the requirements of 13 CFR 125 15(b)

(h)  Nonmanufacturer

(1)  Unless SBA has waived the requirements of paragraphs (h)(1)(i) through (iii) of this clause in accordance with 13 CFR 121 1204, a service-disabled veteran-owned small business concern that provides an end item
it did not manufacture, process, or produce, shall—

(i)  Provide an end item that a small business has manufactured, processed, or produced in the United States or its outlying areas;

(ii)  Be primarily engaged in the retail or wholesale trade and normally sell the type of item being supplied; and

(iii)  Take ownership or possession of the item(s) with its personnel, equipment, or facilities in a manner consistent with industry practice; for example, providing storage, transportation, or delivery

(2)  For contracts or orders for multiple end items, at least 50 percent of the total value of the contract or order shall be manufactured, processed, or produced in the United States or its outlying areas by small business
concerns

(3)  Paragraphs (h)(1) through (2) of this clause do not apply to construction or service contracts

(End of clause)

52.217-9  OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2008)

(a) The Government may extend the term of this contract by written notice to the Contractor on or before the expiration of the task order

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed five years

 

FAR 52.244-2  SUBCONTRACTS (OCT 2010)

(a) Definitions  As used in this clause—

“Approved purchasing system” means a Contractor’s purchasing system that has been reviewed and approved in  accordance with Part 44 of the Federal Acquisition Regulation (FAR) “Consent to subcontract” means
the Contracting Officer’s written consent for the Contractor to enter into a particular subcontract  “Subcontract” means  any contract, as defined in FAR Subpart 2 1, entered into by a subcontractor to furnish supplies or
services for performance of the prime contract or a subcontract  It includes, but is not limited to, purchase orders, and changes and modifications to purchase orders

(b) When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced contract actions (including unpriced modifications or unpriced delivery orders), and only if required in 
accordance with paragraph (c) or (d) of this clause

(c) If the Contractor does not have an approved purchasing system, consent to subcontract is required for any subcontract that:

(1) Is of the cost-reimbursement, time-and-materials, or labor-hour type; or

(2) Is fixed-price and exceeds—

(i) For a contract awarded by the Department of Defense, the Coast Guard, or the National Aeronautics and Space Administration, the greater of the simplified acquisition threshold or 5 percent of the total estimated
cost of the

contract; or
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(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and Space Administration, either the simplified acquisition threshold or 5 percent of the total estimated cost of
the

contract

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting Officer’s written consent before placing the following subcontracts:  Notwithstanding the language
contained in paragraph (c), written consent from the Contracting Officer is required prior to entering into any subcontract over the simplified acquisition threshold that was not initially proposed

(e)(1) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or modification thereof for which consent is required under paragraph (b), (c), or (d) of this clause, including
the

following information:

(i) A description of the supplies or services to be subcontracted

(ii) Identification of the type of subcontract to be used

(iii) Identification of the proposed subcontractor

(iv) The proposed subcontract price

(v) The subcontractor’s current, complete, and accurate certified cost or pricing data and Certificate of Current Cost  or Pricing Data, if required by other contract provisions

(vi) The subcontractor’s Disclosure Statement or Certificate relating to Cost Accounting Standards when such  data are required by other provisions of this contract

(vii) A negotiation memorandum reflecting

(A) The principal elements of the subcontract price negotiations;

(B) The most significant considerations controlling establishment of initial or revised prices;

(C) The reason certified cost or pricing data were or were not required;

(D) The extent, if any, to which the Contractor did not rely on the subcontractor’s certified cost or pricing data in determining the price objective and in negotiating the final price;

(E) The extent to which it was recognized in the negotiation that the subcontractor’s certified cost or pricing  datawere not accurate, complete, or current; the action taken by the Contractor and the subcontractor; and
the effect of any such defective data on the total price negotiated;

(F) The reasons for any significant difference between the Contractor’s price objective and the price negotiated;  and

(G) A complete explanation of the incentive fee or profit plan when incentives are used  The explanation shall identify each critical performance element, management decisions used to quantify each incentive element,
reasons for the incentives, and a summary of all trade-off possibilities considered

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract for which consent is not required under paragraph (b), (c), or (d) of this clause

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer to any subcontract nor approval of the Contractor’s purchasing system shall constitute a determination

(1) Of the acceptability of any subcontract terms or conditions;

(2) Of the allowability of any cost under this contract; or

(3) To relieve the Contractor of any responsibility for performing this contract

(g) No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a-percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not
exceed the fee limitations in FAR 15 404-4(c)(4)(i)

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and prompt notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion
of the Contractor, may result in litigation related in any way to this contract, with respect to which the Contractor may be entitled to reimbursement from the Government

(i) The Government reserves the right to review the Contractor’s purchasing system as set forth in FAR Subpart  44 3

(j) Paragraphs (c) and (e) of this clause do not apply to the following subcontracts, which were evaluated during negotiations: Valkyrie Enterprises Inc

 

252.204-7018 Prohibition on the Acquisition of Covered Defense Telecommunications Equipment or Services. (JAN 2021)

Definitions  As used in this clause—

“Covered defense telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation, or any subsidiary or affiliate of such entities;

(2) Telecommunications services provided by such entities or using such equipment; or

(3) Telecommunications equipment or services produced or provided by an entity that the Secretary of Defense reasonably believes to be an entity owned or controlled by, or otherwise
connected to, the government of a covered foreign country

“Covered foreign country” means—

(1) The People’s Republic of China; or

(2) The Russian Federation

“Covered missions” means—

(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and communications, integrated tactical warning and attack assessment, and continuity of
Government; or

(2) The homeland defense mission of DoD, including with respect to ballistic missile defense

“Critical technology” means—
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(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code

of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No  1 to part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of
Federal Regulations, and controlled—

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(ii) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to
assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U S C  4817)

“Substantial or essential component” means any component necessary for the proper function or performance of a piece of equipment, system, or service

(b) Prohibition  In accordance with section 1656 of the National Defense Authorization Act for Fiscal Year 2018 (Pub  L  115-91), the contractor shall not provide to the Government any
equipment, system, or service to carry out covered missions that uses covered defense telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system, unless the covered defense telecommunication equipment or services are covered by a waiver described in Defense Federal Acquisition Regulation
Supplement 204 2104 

(c) Procedures  The Contractor shall review the list of excluded parties in the System for Award Management (SAM) at https://www sam gov  for entities that are excluded when providing any
equipment, system, or service, to carry out covered missions, that uses covered defense telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system, unless a waiver is granted

(d) Reporting

(1) In the event the Contractor identifies covered defense telecommunications equipment or services used as a substantial or essential component of any system, or as critical technology as part
of any system, during contract performance, the Contractor shall report at https://dibnet dod mil  the information in paragraph (d)(2) of this clause

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause:

(i) Within 3 business days from the date of such identification or notification: the contract number; the order number(s), if applicable; supplier name; brand; model number (original
equipment manufacturer number, manufacturer part number, or wholesaler number); item description; and any readily available information about mitigation actions undertaken or recommended

(ii) Within 30 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further available information about mitigation actions undertaken or recommended  In
addition, the Contractor shall describe the efforts it undertook to prevent use or submission of a covered defense telecommunications equipment or services, and any additional efforts that will be
incorporated to prevent future use or submission of covered telecommunications equipment or services

(e) Subcontracts  The Contractor shall insert the substance of this clause, including this paragraph (e), in all subcontracts and other contractual instruments, including subcontracts for the
acquisition of commercial items

(End of clause)

 

 

252.204-7020 NIST SP 800-171 DoD Assessment Requirements. (NOV 2020)

 

(a) Definitions

Basic Assessment” means a contractor’s self-assessment of the contractor’s implementation of NIST SP 800-171 that—

(1) Is based on the Contractor’s review of their system security plan(s) associated with covered contractor information system(s);

(2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology; and

(3) Results in a confidence level of “Low” in the resulting score, because it is a self-generated score

“Covered contractor information system” has the meaning given in the clause 252 204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, of this contract

“High Assessment” means an assessment that is conducted by Government personnel using NIST SP 800-171A, Assessing Security Requirements for Controlled Unclassified Information that—

(1) Consists of—

(i) A review of a contractor’s Basic Assessment;

(ii) A thorough document review;

(iii) Verification, examination, and demonstration of a Contractor’s system security plan to validate that NIST SP 800-171 security requirements have been implemented as described in the
contractor’s system security plan; and

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and

(2) Results in a confidence level of “High” in the resulting score

“Medium Assessment” means an assessment conducted by the Government that—

(1) Consists of—

(i) A review of a contractor’s Basic Assessment;

(ii) A thorough document review; and
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(iii) Discussions with the contractor to obtain additional information or clarification, as needed; and

(2) Results in a confidence level of “Medium” in the resulting score

(b) Applicability  This clause applies to covered contractor information systems that are required to comply with the National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-171, in accordance with Defense Federal Acquisition Regulation System (DFARS) clause at 252 204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, of this
contract

(c) Requirements  The Contractor shall provide access to its facilities, systems, and personnel necessary for the Government to conduct a Medium or High NIST SP 800-171 DoD Assessment, as
described in NIST SP 800-171 DoD Assessment Methodology at https://www acq osd mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171 html , if
necessary

(d) Procedures  Summary level scores for all assessments will be posted in the Supplier Performance Risk System (SPRS) (https://www sprs csd disa mil/ ) to provide DoD Components visibility
into the summary level scores of strategic assessments

(1) Basic Assessments  A contractor may submit, via encrypted email, summary level scores of Basic Assessments conducted in accordance with the NIST SP 800-171 DoD Assessment
Methodology to mailto:webptsmh@navy mil  for posting to SPRS

(i) The email shall include the following information:

(A) Version of NIST SP 800-171 against which the assessment was conducted

(B) Organization conducting the assessment (e g , Contractor self-assessment)

(C) For each system security plan (security requirement 3 12 4) supporting the performance of a DoD contract—

(1) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the system security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists

(D) Date the assessment was completed

(E) Summary level score (e g , 95 out of 110, NOT the individual value for each requirement)

(F) Date that all requirements are expected to be implemented (i e , a score of 110 is expected to be achieved) based on information gathered from associated plan(s) of action
developed in accordance with NIST SP 800-171

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section, the Contractor shall use the following format for the report:

System Security Plan CAGE Codes supported
by this plan

Brief description of the plan
architecture

Date of assessment Total Score Date score of 110 will
achieved

           

           

           

(2) Medium and High Assessments  DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each system security plan assessed:

(i) The standard assessed (e g , NIST SP 800-171 Rev 1)

(ii) Organization conducting the assessment, e g , DCMA, or a specific organization (identified by Department of Defense Activity Address Code (DoDAAC))

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan

(iv) A brief description of the system security plan architecture, if more than one system security plan exists

(v) Date and level of the assessment, i e , medium or high

(vi) Summary level score (e g , 105 out of 110, not the individual value assigned for each requirement)

(vii) Date that all requirements are expected to be implemented (i e , a score of 110 is expected to be achieved) based on information gathered from associated plan(s) of action developed
in accordance with NIST SP 800-171

(e) Rebuttals

(1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer the opportunity for rebuttal and adjudication of assessment summary level scores prior to
posting the summary level scores to SPRS (see SPRS User’s Guide  https://www sprs csd disa mil/pdf/SPRS_Awardee pdf )

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional information to demonstrate that they meet any security requirements not observed by the
assessment team or to rebut the findings that may be of question

(f) Accessibility

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance with the standards set forth in DoD Instruction 5000 79, Defense-wide
Sharing and Use of Supplier and Product Performance Information (PI)

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS to view their own summary level scores, in accordance with the SPRS Software
User’s Guide for Awardees/Contractors available at  https://www sprs csd disa mil/pdf/SPRS Awardee pdf

(3) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this clause  DoD will retain and protect any such documentation as “Controlled
Unclassified Information (CUI)” and intended for internal DoD use only  The information will be protected against unauthorized use and release, including through the exercise of applicable
exemptions under the Freedom of Information Act (e g , Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is privileged or confidential)

(g) Subcontracts

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts and other contractual instruments, including subcontracts for the acquisition of
commercial items (excluding COTS items)
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(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the implementation of NIST SP 800-171 security requirements, in accordance with DFARS

clause 252 204-7012 of this contract, unless the subcontractor has completed, within the last 3 years, at least a Basic NIST SP 800-171 DoD Assessment, as described in https://www acq osd mil
/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171 html , for all covered contractor information systems relevant to its offer that are not part of an information
technology service or system operated on behalf of the Government

(3) If a subcontractor does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i e , not more than 3 years old unless a lesser time is specified in the solicitation)
posted in SPRS, the subcontractor may conduct and submit a Basic Assessment, in accordance with the NIST SP 800-171 DoD Assessment Methodology, to mailto:webptsmh@navy mil  for posting
to SPRS along with the information required by paragraph (d) of this clause

(End of clause)

 

252.245-7002 Reporting Loss of Government Property. (JAN 2021)

(a) Definitions. As used in this clause—

“Government property” is defined in the clause at FAR 52 245-1, Government Property

“Loss of Government property” means unintended, unforeseen, or accidental loss, damage, or destruction of Government property that reduces the Government’s expected economic benefits of the
property  Loss of Government property does not include purposeful destructive testing, obsolescence, normal wear and tear, or manufacturing defects  Loss of Government property includes, but is not
limited to—

(1) Items that cannot be found after a reasonable search;

(2) Theft;

(3) Damage resulting in unexpected harm to property requiring repair to restore the item to usable condition; or

(4) Destruction resulting from incidents that render the item useless for its intended purpose or beyond economical repair

“Unit acquisition cost” means—

(1) For Government-furnished property, the dollar value assigned by the Government and identified in the contract; and

(2) For Contractor-acquired property, the cost derived from the Contractor’s records that reflect consistently applied, generally acceptable accounting principles

(b) Reporting loss of Government property

(1) The Contractor shall use the property loss function in the Government-Furnished Property (GFP) module of the Procurement Integrated Enterprise Environment (PIEE) for reporting loss of
Government property  Reporting value shall be at unit acquisition cost  Current PIEE users can access the GFP module by logging into their account  New users may register for access and obtain
training on the PIEE home page at https://piee eb mil/piee-landing

(2) Unless otherwise provided for in this contract, the requirements of paragraph (b)(1) of this clause do not apply to normal and reasonable inventory adjustments, i e , losses of low-risk
consumable material such as common hardware, as agreed to by the Contractor and the Government Property Administrator  Such losses are typically a product of normal process variation  The
Contractor shall ensure that its property management system provides adequate management control measures, e g , statistical process controls, as a means of managing such variation

(3) The Contractor shall report losses of Government property outside normal process variation, e g , losses due to—

(i) Theft;

(ii) Inadequate storage;

(iii) Lack of physical security; or

(iv) “Acts of God ”

(4) This reporting requirement does not change any liability provisions or other reporting requirements that may exist under this contract

(End of clause)

 

 

 



N6600121F3502 - FINAL

Page 26 of 26

Section J - List of Attachments

Attachment Number File Name Description

1 Att_1_Statement_of_Work.pdf Statement of Work (SOW)

2 Att_2_SOW_Addendum.pdf SOW Addendum

3 Att_3_DD254.pdf DD254

4 Att_4_Desired_Personnel_Qualifications.pdf Desired Personnel Qualifications

Exhibit A Exhibit_A_CDRL.pdf Contract Data Requirements List (CDRL)




